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Having timely and accurate information is essential for effective management practices and optimization of limited re-
sources. Information is scattered throughout organizations and must be easily accessible. A new solution is needed for
effective and efficient management of data in today’s distributed client/server environment.

Java is destined to become a language for distributed computing. Java Development Kit (JDK) comes with a broad
range of classes for network and database programming. Java Database Connectivity (JDBC) is one such class for provid-
ing client/server database access. There are many different approaches in using JDBC, ranging from low level socket
programming, to a more abstract middleware approach. This thesis will analyze three different approaches: Sockets, Re-
mote Method Invocation (RMI) and Commercial Middleware servers.

Among the three approaches this thesis examined, database access through RMI is the most viable approach because it
uses an effective distributed object model. RMI abstracts the communication interface to the level of a procedure call.
Instead of working directly with sockets, programmers can invoke a remote procedure as if it resided locally.

DoD KEY TECHNOLOGY AREA: Computing and Software

KEYWORDS: Database, JDBC, Java, RMI, Socket
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Smart cards play an important role in a digital society. A smart card contains memory or an embedded microprocessor with
the capability of enabling a wide variety of services, such as electronic cash in the case of memory cards and digital
signature computation in the case of processor cards. A processor card can require a cardholder to authenticate herself in
order to prevent others from using the card’s services, from forging the cardholder’s signature, for example. Authentication
can be done by storing a personal identification number (PIN) or digitized fingerprint of the cardholder on the card itself.
The PIN or fingerprint must always remain confidential no matter how the card is (ab)used.

This thesis addresses the problem of preserving the privacy of information stored on smart cards. Volpano and Smith
have developed a static analysis for analyzing source code for information flow violations. This technique is developed
further here for a language called Java Card, in which smart card applications are written. A prototype analyzer is presented
for a subset of Java Card and applied to a sample card application to demonstrate its utility in protecting private information
stored on smart cards.
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Real-time embedded systems have particularly strict requirements for accuracy, safety and reliability. A central question in
the design of such systems is how to support concurrent processing without adversely affecting the timing requirements of
the system.  Concurrent processing is essential because the only way to successfully meet some tight real-time constraints
is to use multiple processors.

This thesis focuses on the distributed scheduling problem. It proposes a distributed scheduling algorithm to allocate
and schedule a set of tasks onto a collection of processors linked by a network. It further proposes a distributed software
architecture for CAPS (Computer Aided Prototyping System) generated prototypes based on GLADE (GNAT Library for
Ada Distributed Execution).

The new distributed CAPS architecture is applied to several prototype examples. The results show that it is possible to
build distributed real-time embedded systems under the distributed scheduling model, where sets of tasks run indepen-
dently on each processor, using GLADE.

DoD KEY TECHNOLOGY AREA: Computing and Software
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A virtual world provides an exceptional resource for the testing and development of an Autonomous Underwater Vehicle
(AUV). The difficulties associated with the underwater environment are numerous and complex. In order to properly verify
vehicle results in the laboratory such a world must accurately model the physics associated with the vehicle, its submerged
hydrodynamics characteristics, and interactions with the environment. Environmental effects such as wave motion, cur-
rents, and flow forces created by bodies moving through the water can cause unpredicted performance variations and
failures in the ocean environment. The current Phoenix AUV virtual world includes steady-state ocean currents, but does
not take into account the environmental effects of waves and flow forces induced by adjacent vehicles (such as a moving
submarine docking target).

This work provides a thorough real-time simulation of these complex factors using physically-based models. The
problem is broken down into wave motion effects, submarine-induced flow fields, and virtual sensors to improve AUV
motion control. Each set of forces is thoroughly analyzed and realistically simulated in real-time through the algorithms
developed. In order to maintain real-time response, perturbations in the flow field caused by the AUV itself are assumed to
be negligible. Simulated testing is performed across a range of easy to worst-case scenarios in order to justify assumptions.
Extensive testing using virtual sensors is used to develop adequate control algorithms in the presence of turbulent cross-
body flow.
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The result of this research is an enhanced virtual world which more accurately depicts the ocean environment, along
with the models and control algorithms required to design and operate an AUV during submarine launch and recovery. A
platform independent approach to virtual environment simulation is presented through the use of the Virtual Reality Mod-
eling Language (VRML) and Java. Finally, simulation test results provide strong evidence that AUV control with actual
cross-body flow sensors can enable stable navigation, first through a turbulent flow field and then for subsequent docking
with a moving submarine.

DoD KEY TECHNOLOGY AREAS: Computing and Software, Surface/Under Surface Vehicles - Ships and Water-
craft, Modeling and Simulation

KEYWORDS: Virtual Environment, Simulation-Based Design, Cross-Body Flow, Autonomous Underwater Vehicle
(AUV), Platform-Independent Simulation
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It is neither practical nor efficient to represent virtual maps as we do for paper maps in the real world due to major differ-
ences in hardware and software capabilities and requirements. Instead, the parameters can be determined that affect virtual
map representation and that help to construct a mental map, and then manipulate these parameters in order to increase the
effectiveness of map representation as an aid in performing navigation tasks.

The approach taken was first to determine and then investigate the parameters that affect virtual map representation
through an experiment designed specifically for this thesis. The experiment examined users of an urban and open ocean
virtual environment executing a set of navigation tasks with a virtual map with different orientation schemas.

The results of this study showed that, a forward-up map orientation is preferable to a north-up map orientation for
egocentric tasks and a north-up map orientation is preferable to a forward-up map orientation for geocentric tasks. Under
almost every possible condition, individuals with high spatial abilities will be able to use either a north-up map or a for-
ward-up map better than individuals with low spatial abilities. Furthermore, it was found that these principles apply across
types of environment with vastly different spatial characteristics, but sparse environments seem to exhibit less of a perfor-
mance difference than dense environments.

DoD KEY TECHNOLOGY AREAS: Human Systems Interface, Modeling and Simulation
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This thesis investigates the application of Human Ability Requirements (HARs) to problem of two-handed, whole-handed
interaction. The methodology is derived from the use of HARs in the world of human performance evaluation. This re-
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search is based on the need to understand how humans perform tasks in order to guide the understanding of the require-
ments of advanced interface technology development.

The thesis presents the background for these two areas of research, taxonomies and whole-hand interaction. It goes on
to develop a taxonomy and classification of two-handed, whole-hand interaction for the real world and virtual environ-
ments. This taxonomy is used to analyze a large number of real world tasks, to further the development of a series of tests
to externally validate the classification, and to analyze the tasks of the 91B Field Medic. This thesis further presents recom-
mendation for how this methodology can be used to develop taxonomies for other areas of human interaction, for how this
taxonomy can be used by researchers and practitioners, and areas of further research related to both areas.

DoD KEY TECHNOLOGY AREA: Human Systems Interface
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This thesis explores an automated solution to improve the Engineer Reconnaissance Reporting Process.  It proposes a
proof-of-concept to enhance and improve the digital portion of the reporting process.  This thesis defines the current process
identifying its capabilities, limitations, and deficiencies.  It identifies a prototype suite of equipment to perform the automa-
tion.  The prototype capitalizes on the inherent capabilities on the reporting process and minimizes the deficiencies.

This thesis investigates emergent Commercial Off-the-Shelf components to locate those devices that satisfy the re-
quirements and take full advantage of current technological advances.  It evaluates each component against a criteria of
minimum requirements and selects the most compatable device.  This thesis performs an actual implementation of the
prototype testing its performance against a fictional scenario.  It provides a step-by-step description and graphic represen-
tation of the implementation.  This thesis analyzes and summarizes the data generated during the implementation and
provides recommendations.  Results of this analysis suggest implementation of the prototype is feasible and that it satisfies
the imagery portion of the Engineer Reconnaissance Reporting Process.

DoD KEY TECHNOLOGY AREA: Command, Control, and Communication
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Transport Layer (OSI Layer 3) switching and routing provides routing flexibility but not high throughput.  Link layer (OSI
Layer 2) switching provides high throughput but not the routing flexibility needed to manage topology change and load
fluctuations in the network.  Neither Layer 3 routing nor Layer 2 switching protocols were originally designed to support
confidentiality and integrity of data, and authentication of participants.  Proposals to integrate security may have positive
results for data confidentiality, integrity and authentication, but often result in additional overhead, increased transmission
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latency, and decreased throughput.  An added difficulty is reconciling standards and protocols when integrating heteroge-
neous routing networks with homogenous switching networks while minimizing impact on throughput.

This thesis examined current Internet extensions and architectures as well as IP security services and Layer 2 switching
in IP-based networks.  Requirements for a framework for a proposed security protocol include:  Link Layer switching and
routing; independence of particular communication protocols and standards; IP packet filtering and routing according to
predetermined security policies and with no significant impact on throughput; and continued routing flexibility of IP.  This
security protocol, called Link Layer (Link Layer Packet Filtering (LLPF)), filters packets at the Link Layer, and boasts two
innovations: use of an authentication trailer and multiple cryptographic keys with short cryptoperiods.

DoD KEY TECHNOLOGY AREA: Other (Computer Network Security)
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The goal of the Management System for Heterogeneous Networks (MSHN) is to support the execution of multiple, dispar-
ate, adaptive applications in a dynamic, distributed heterogeneous environment. MSHN consists of multiple, eventually
replicated, distinct distributed components that themselves execute in a heterogeneous environment. This thesis answers
the question: Is the performance of the Common Object Request Broker Architecture (CORBA) sufficient to support MSHN’s
inter-component communication?

This research focuses on the applicability of communication mechanisms from the CORBA 2.2 specification to MSHN.
After a careful literature search, four mechanisms were identified for further examination: the Static Invocation Interface
(SII), the Dynamic Invocation Interface (DII), the Typed Event Service and the Untyped Event Service. The rationale for
selecting these mechanisms includes scalability, flexibility, extensibility, portability, maintainability, and manageability for
the MSHN system.

A prototype of MSHN’s communication infrastructure was implemented using these four mechanisms, and measured
their run-time performance. The overhead added by CORBA for distributed component communication of MSHN system
varied from a low of 10.6 milliseconds per service request to a high of 279.1 milliseconds per service request on UltraSparc10
boxes with Solaris 2.6 Operating System and connected via 100 Mbits/sec Ethernet. It is concluded that using CORBA
mechanisms will not only substantially decrease the amount of time required to implement MSHN, but if used appropri-
ately they will not substantially degrade performance.

DoD KEY TECHOLOGY AREA: Computing and Software

KEYWORDS: CORBA, Distributed Computing, Performance Overhead



1998 THESIS ABSTRACTS

50

OBJECT RECOGNITION USING 2D SENSORS AND
AUTONOMOUS VEHICLE NAVIGATION ISSUES

Jader Gomes da Silva Filho-Lieutenant, Brazilian Navy
B.S., Brazilian Naval Academy, 1985

Master of Science in Computer Science-December 1997
Master of Science in Electrical Engineering-December 1997

Advisors: Yutaka J. Kanayama, Department of Computer Science
 Lynne L. Grewe, California State University Monterey Bay

Gurnam S. Gill, Department of Electrical and Computer Engineering

This research deals with the problem of extracting features from an image using wavelets and then using these features to
recognize objects present in the image. This technique is applied to recognition of Unexploded Ordnance (UXO) objects.
However, the concepts described here can be extended to recognition of other objects such as ships, missiles and aircrafts.
This work is performed as part of an ongoing effort to develop an autonomous vehicle capable of detecting UXOs.

KEYWORDS: Image Recognition, Unexploded Ordnance, Wavelets, Neural Networks, Motion Control
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The purpose of this thesis is to design, develop and implement a personnel locator system at the Naval Postgraduate School
(NPS). A prototype locator system was developed and implemented on the NPS TCP/IP network. The locator provides
information such as e-mail addresses, phone and fax numbers, and building and office locations, as well as facilities such as
hotlinks for e-mail applications and homepages. In addition, the NPS Locator automatically updates its personnel informa-
tion on a configurable time schedule. This thesis includes a discussion of the prototype development to include require-
ments tools, and design. Some program code is included as appendices. This paper also discusses the benefits and consid-
erations of intranet technology, and explores a popular Web application architecture on which the NPS Locator is based.
Finally, this thesis makes recommendations for improvements to the NPS computing environment to allow for future
intranet development.

KEYWORDS: Intranet, Directory, TCP/IP Networking, Web Application, HTTP, CCI
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Navigation and terrain familiarity are critical for mission success in the military.  Virtual environments (VEs) have often
been suggested as a useful tool in addressing these issues.  This thesis research addresses the utility of VEs to improve
spatial knowledge of and navigation performance through natural terrain compared to traditional methods.  In this experi-
ment, fifteen subjects were assigned to one of three training conditions.  The map group studied the environment using only
an orienteering map.  The real world group studied the environment using the map and explored the actual terrain.  The VE
group studied the terrain using both the map and a real-time VE.  Measures were taken of both route and configuration
knowledge.  The results suggest four conclusions.  First, training conditions have no statistically significant effect on an
individual’s ability to obtain and demonstrate spatial knowledge of a natural environment.  Second, spatial ability plays a
significant role in navigation performance.  Third, exposure to the actual terrain or to a virtual representation of the terrain
seems to eliminate ambiguities in an individual’s mental map by providing dynamic imagery to clarify propositional knowl-
edge gained from maps.  However, this factor has not been shown to improve performance by the measures used here.
Fourth, a high resolution 1:5,000 orienteering map provides extensive detail and consequently, navigation performance in
this experiment is not likely to be indicative of performance using a conventional 1:24,000 map.

DoD KEY TECHNOLOGY AREA: Modeling and Simulation

KEYWORDS: Spatial Knowledge, Virtual Environments, Navigation, Orienteering, Geographic Information Systems,
Terrain Visualization, Modeling and Simulation

DESIGN OF A TRUSTED COMPUTING BASE EXTENSION (TCBE)
FOR COMMERCIAL-OFF-THE-SHELF WORKSTATIONS

Jason X. Hackerson-Captain, United States Marine Corps
B.S., United States Naval Academy, 1991

Master of Science in Computer Science-September 1998
Advisor: Cynthia E. Irvine, Department of Computer Science

Second Reader: Daniel F. Warren, Department of Computer Science

United States Policy requires that access to and dissemination of classified information is controlled. Separate networks and
workstations for each classification do not meet user requirements.  Users also need commercially available office produc-
tivity tools.  Traditional multilevel systems are costly and are unable to support an evolving suite of Commercial Off-The-
Shelf (COTS) applications.

This thesis presents a design for a Trusted Computing Base Extension (TCBE) that allows COTS workstations to
function securely as part of a multi-level network that uses high assurance multi-level servers as the backbone. The TCBE
will allow COTS workstations to use commercially available software applications, while providing a Trusted Path to a
high assurance multilevel server.

The research resulted in a design of a TCBE system that can be employed with COTS workstations, allowing them to
function as untrusted clients in the context of a secure multilevel network.

DoD KEY TECHNOLOGY AREA: Computing and Software
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This thesis develops guidelines for building Web sites that are useful to senior managers in two ways.  First, these managers
can obtain information from or pass information to a site in order to accomplish tasks more effectively and efficiently.
Secondly, the senior manager must be able to go to a site and use that site without being required to undergo instruction or
read manuals before using the site.  Web technology is in place to assist these managers in performing at a higher level.
Methodologies used in this thesis combine a study using sample web sites, based on the Center for Executive Education
Web Site, two surveys, database connectivity, and usability design practices to aid in Internet or intranet based applications.
This document contains results from surveys of senior managers which are evaluated to select a suitable methodology for
designing Web sites specifically for this subset of users.

DoD KEY TECHNOLOGY AREA: Other (Interface Design)
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As the number of computers and computer systems in existence has grown over the past few decades, we have come to
depend on them to maintain the security of private or sensitive information.  The execution of a program may cause leaks of
private or sensitive information from the computer.  Static secure flow analysis is an attempt to detect these leaks prior to
program execution.

It is possible to analyze programs by hand, but this is often impractical for large programs.  A better approach is to
automate the analysis; which is what this thesis explores.

Previous research is described and gives background information about secure flow analysis.  A secure flow analyzer is
presented.  It implements a secure flow type inference algorithm, for a subset of Java 1.0.2, using a parser generator called
Java Compiler Compiler (JavaCC).  Semantic actions are inserted into a grammar specification to perform the secure flow
analysis on a given program.

DoD KEY TECHNOLOGY AREA: Computing and Software
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A Small AUV Navigation System (SANS) is being developed at the Naval Postgraduate School. The SANS is an integrated
INS/GPS navigation system composed of low-cost, small-size components. It is designed to demonstrate the feasibility of
using a low-cost Inertial Measurement Unit (IMU) to navigate between intermittent GPS fixes.

This thesis presents recent improvements to the SANS hardware and software. The 486-based ESP computer used in
the previous version of SANS is now replaced by an AMID 586DX133 based PC/104 computer to provide more computing
power, reliability and compatibility with PC/104 industrial standards. The previous SANS navigation filter consisting of a
complementary constant gain filter is now aided by an asynchronous Kalman filter. This navigation filter has six states for
orientation estimation (constant gain) and eight states for position estimation (Kalman filtered). Low-frequency DGPS
noise is explicitly modeled based on an experimentally obtained autocorrelation function. Ocean currents are also modeled
as a low-frequency random process. The asynchronous nature of DGPS measurements resulting from AUV submergence or
wave splash on the DGPS antennas is also taken into account by adopting an asynchronous Kalman filter as the basis for the
SANS software. Matlab simulation studies of the asynchronous filter have been conducted and results documented in this
thesis.
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Legacy software in general, and in the DoD environment in particular, presents an ever-growing maintenance challenge to
program managers.  The software is cumbersome, written in arcane languages and hosted on aging technology hardware.
One of the options that is available to the program manager to alleviate this problem is to re-engineer the existing software
product and update it to a newer language software hosted on modern equipment.

Existing research was revised, a re-engineering methodology was selected, an implementation strategy was developed
and then a “case study” examination of this methodology and strategy was performed.  For the case study, a legacy system,
the Navy satellite communications multiplexer, the TD1271B/U Multiplexer, its existing documentation was developed, a
code analysis tool was developed, the re-engineering on one of its sub-systems was performed, and the results analysed.
Observations, recommendations and conclusions on changes, enhancements, and pitfalls to the methodology are provided
that will be of assistance in future re-engineering efforts of legacy systems.
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The visual aspect of virtual environments has advanced at a rapid pace.  The audio aspect, however, has not kept pace.
Current methods of building virtual models do not address the graphical and audio aspects in an integrated fashion.  Fur-
thermore, graphical programming tools have not addressed sound in a satisfactory manner.

As proof-of-concept, a modeling tool was developed to allow a user to build both the visual and the auditory environ-
ment simultaneously.  A rendering application was developed that would display and browse a graphical environment, an
audio environment, or a complete graphical/audio environment.

This thesis demonstrates that building both the auditory and the visual geometry simultaneously allows for rapid, easy
development of both the visual and the auditory environment.  Enhancements and recommendations to current software
technologies and modeling languages are introduced.  New models to represent audio are introduced.

DoD KEY TECHNOLOGY AREAS: Computing and Software, Modeling and Simulation
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This thesis explores the current shortcomings in computer and Internet security, and how the lack of user education in basic
security concepts is detrimental to computer and network security. The use of cryptography and potentially expensive
technical means to secure systems will fail when one neglects security education of users. This thesis addresses a portion of
the security education problem by designing and developing a tool to educate users on the two major successful methods for
penetrating a computer system—weak passwords and social engineering. The tool can teach users how to pick good pass-
words and the steps to take to prevent social engineering attacks. The tool consists of a tutorial and ends with an exam to test
user comprehension concerning picking good passwords and preventing social engineering attacks.

KEYWORDS: Computer Security, Social Engineering, Intrusion Prevention
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PANSAT is an experimental spread spectrum, store-and-forward communications micro satellite.  The Chief of Naval
Operations C4I staff (N6) sponsors the project in order to determine the feasibility and effectiveness of using such a low-
cost satellite to augment or eventually replace the existing military satellite communications architecture.  While more than
eight years of work has gone into the project, most of the fifty theses thus far have dealt with hardware development.  Prior
to this thesis, the operations of the satellite were not formally defined, nor the desired software experiments specified.

This thesis develops a detailed definition of the communications software and operating parameters for PANSAT.  The
formally specified communications software provides electronic mail, binary file transfer, and direct real-time information
exchange.  This research also designs and develops experimental features which are non-existent on current micro satel-
lites.  The new features included provide the spacecraft with a pseudo positional awareness for a system with no sensor
support for such, implement a new application layer protocol to optimize data communications, and perform self analysis to
find and correct the effects of space anomalies in conjunction with a ground station.

This thesis also implements a subset of the formally specified software for initial operations to begin with spacecraft’s
launch in October of 1998.  Further implementation and refinement will be based on actual operational results from PANSAT.

DoD KEY TECHNOLOGY AREAS: Space Vehicles, Command, Control, and Communications, Computing and Soft-
ware
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 There are three major thrusts to this thesis. The first was to design and build a device to measure ground speed for testing
the position estimating capabilities of the Small Autonomous Navigation System (SANS) filter. The ground tests consisted
by placing the SANS unit on a golf cart and maneuvering it along a known track. The speed sensing device uses a bicycle
wheel attached to the golf cart along with an appropriate time to speed software conversion.
     The next problem was to determine if the existing paddle wheel in use would be accurate enough for the SANS to
conduct underway tests. To perform this, a mechanism had to be built to channel water and measure its speed while allow-
ing the paddle wheel to be in the flow.
     Finally, the electronic compass was found to have heading dependent errors, thus a test was designed to determine its
deviation. This was performed by swinging the compass using a transit aligned with its axis. This established a deviation
table that was inserted into the SANS code, further refining its directional capabilities.
     As a final test for determining the effectiveness of the calibrated inputs, tests were conducted that showed that the SANS
filter is capable of obtaining 3 meter accuracy with no Global Positioning Update for an excess of two minutes. This is well
beyond the initial goals set for the system.
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SOFTWARE SYSTEM REQUIREMENTS FOR THE FUEL AUTOMATED
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The United States Army is currently developing and testing Force XXI, an attempt to redesign itself by the early years of the
21st century to incorporate digital technology and advanced weaponry. In 1996, the United States Training and Doctrine
Command mandated that all combat service support disciplines be automated to the greatest extent possible. Concurrently,
the Deputy Chief of Staff for Logistics, United States Materiel Command, and the Combined Arms Support Command
(CASCOM) developed a future strategic vision of seamless logistics support. To support this vision, CASCOM has pro-
posed the implementation of the Integrated Combat Service Support System (1C53) as the Army’s single seamless combat
service support management system. 1C53 will be a “system of systems” that automates the combat service support disci-
plines of man, arm, fuel, fix, move, and sustain. Specifically, the combat service support discipline of fuel will be incorpo-
rated in 1C53 as the Fuel Automated Subsystem.

This thesis analyzes current Army petroleum operations, identifies petroleum accountability/management procedures
as the target domain for automation, and develops the respective software system requirements. From the software system
requirements, a prototype for the Fuel Automated Subsystem is successfully developed using the Computer-Aided Prototyping
System (CAPS) to illustrate the system’s viability.

DoD KEY TECHNOLOGY AREA: Computing and Software
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A PROTOCOL FOR BUILDING A NETWORK ACCESS
CONTROLLER (NAC) FOR “IP OVER ATM”
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Master of Science in Computer Science-September 1998
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Second Reader: Cynthia Irvine, Department of Computer Science

The implementation of label swapping packet-forwarding technology increases the vulnerability to insider attacks. These
attacks refer to unauthorized access from within an enclave to the outside network. In this thesis a protocol is proposed to
counter this category of attacks. The proposed protocol provides a means for fast packet authentication. High speed is
achieved by the use of a trailer, which allows packet filtering at Layer 2, and the use of cheap and fast message digest
algorithms. To overcome the weaknesses of a 128-bit message digest algorithm, each key is designed to have a very short
cryptoperiod. Such fast rekeying is implemented by key caching (the host has a table of keys). Initial performance measure-
ments indicated that it is possible to use the protocol while maintaining very high data throughput. Specifically, the protocol
implements an authentication module, called Network Access Controller (NAC). The NAC’s modular nature allows it to be
easily integrated with a variety of routing technologies and other security mechanisms while remaining totally independent

of them.
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SOFTWARE ARCHITECTURE FOR A MULTI-LEVEL REAL-TIME SYSTEM
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Advisors: Man-Tak Shing, Department of Computer Science
Valdis Berzins, Department of Computer Science
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When a real-time system has a mixed set of time critical tasks, including tasks with hard deadlines and tasks with soft
deadlines, managing a mixed set of tasks in a timely manner becomes harder and requires a multi-level architecture. This
thesis concentrates on building such an architecture.

The proposed architecture is based on the current Computer-Aided Prototype System (CAPS) architecture, which only
deals with hard real-time and non-time-critical tasks. Priority-based scheduling techniques are used along with Ada tasking
to schedule different levels of tasks. Periodic hard real-time polling tasks are used to insert sporadic soft real-time tasks into
the system. A method is developed to assign deadlines to soft real-time tasks dynamically. Two tasking packages are added
to the system for scheduling and execution of soft real-time tasks. The Earliest Deadline First (EDF) algorithm is used
dynamically to schedule soft real-time tasks.

A pilot prototype is developed to test the proposed architecture via a run-time monitoring package. The results show
that the proposed system guarantees that all hard real-time tasks meet their deadlines and an acceptably small percentage of
soft real-time tasks miss their deadlines.
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Fleet Numerical Meteorology and Oceanography Center (FNMOC) forecasts the atmospheric environment and weather
using several meteorological and oceanographic models. These models’ forecasting abilities are verified by comparing the
model forecast against the observational data and model’s analysis. Currently, some models are verified by several incon-
sistent, maintenance-intense, non-standardized, and hard-to-use model verification systems designed for a particular model.
Some models are not verified because there is no model verification system.

This thesis demonstrates the concept of a single model verification system for all FNMOC models to eliminate the
inconsistencies and redundancies. The single model verification system standardizes the model verifications and provides
the ability to verify those models which are currently unverified. The prototype used a GUI and web browsers to display the
model verification statistics. The prototype demonstrates that convenient access to the model verification statistics could
aid FNMOC users in evaluating the forecast models’ performance.

This thesis identifies and documents the user specified verification requirements for several models and implements
the most immediate requirements. A complete quantitative model verification system for all FNMOC models will be imple-
mented incrementally, as all the requirements are identified.
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WIRELESS LOCAL AREA NETWORKS: SIMULATION AND ANALYSIS
Efstathios D. Kyriakidis-Lieutenant Junior Grade

B.S., Hellenic Naval Academy, 1990
Master of Science in Applied Physics-June 1998

Advisors: Gilbert M. Lundy, Department of Computer Science
 David D. Cleary, Department of Physics

Wireless communication is currently in a state of rapid evolution. This evolution is driven by the numerous advantages of
the wireless networks. One major constraint to this evolution is the lack of standardization. Also a major concern are the
interference problems of the signal at the reception point caused by the multiple paths that the electromagnetic waves travel
(multi-path interference).

This thesis presents two separate simulations. In the first, a realistic physical model of a wireless local area network is
developed. In this simulation, the multi-path interference at the reception point is investigated. The results of this physics-
based simulation are used to assess an important assumption in the second simulation.

In the second part, we examine the reliability of the wireless standard for the medium access control (MAC) layer,
using CACI COMNET III network simulation software. This standard was published in 1997, by the IEEE’s working group
802.11 and in this thesis is tested and analyzed under different network loads. One major result is that the optimum load for
a five working stations wireless LAN, is from 80 to 200 packets per second. Below that load range the channel utilization is
small and above that the network is overloaded.
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LEVEL OF PRESENCE OR ENGAGEMENT IN ONE EXPERIENCE AS
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It is uncertain what effect presence has on virtual environments (VEs) but it is believed to enhance both learning and
enjoyment.  To date, there exist only subjective methods of measuring the level of presence in VEs.  In order to effectively
utilize VE technology, it is necessary to gain a greater understanding of presence and the factors that affect it. Therefore, a
quantifiable method of measuring presence is needed.  This metric would provide a framework for design requirements for
predictable, repeatable performance in VEs.

To investigate a proposed new metric, 70 individuals participated in an experiment based on the dual task paradigm of
attention theory.  The purpose of the experiment was to determine the level of presence or engagement in one experience as
a function of disengagement from a concurrent experience.  Participants received two simultaneous experiences, one vir-
tual, the other real, and were given quizzes on each to determine their focus of attention at various stages.

Results indicate: 1) HMDs occlude all but one of concurring experiences preventing the dividing of attentional re-
sources; 2) Including sound increases the level of engagement in an experience and allows for dividing of attentional
resources between concurrent experiences; 3) Responses to previously established presence questionnaires correlate strongly
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with this new measurement of engagement indicating that this method does have validity; and 4) Primed participants
exhibit a decrease in levels of engagement in both experiences due to the focus of attention being divided.

DoD KEY TECHNOLOGY AREAS: Modeling and Simulation, Other (Measuring Presence in VE and VR)
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DYNAMICALLY EXTENDING A NETWORKED VIRTUAL ENVIRONMENT
USING BAMBOO AND THE HIGH LEVEL ARCHITECTURE
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Advisor: Michael Zyda, Department of Computer Science
Rudy Darken, Department of Computer Science

The design and execution of a networked virtual environment (NVE) are challenging tasks made even more difficult by the
fact that NVEs are becoming more complex and difficult to manage.  In a distributed environment, each simulation not only
computes its own behaviors and publishes them to the network, but it must accurately represent all other entities participat-
ing in the NVE.  To simplify this task, this thesis implements methods to make distributed simulations dynamically exten-
sible, flexible, specific, and consistent.  Bamboo provides the ability to dynamically extend the virtual environment by
defining a convention by which plug in modules can be added during simulation runtime.  The HLA provides the network
communication layer that transports entity state updates to all members of the distributed simulation.  These two tools
combine to create a unique solution to problems inherent in designing modern networked virtual environments.  The imple-
mentation is dynamically extensible which increases the flexibility implementers have in designing virtual environments.
The HLA transports the entity updates and the module name that must be used to represent the entity.  This method allows
programmers to design only their module because modules representing other entities will load as needed during the execu-
tion.  This method of implementing virtual environments promises to streamline the design and implementation process.
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In this thesis a new Microsoft Word Macro computer virus is constructed and evaluated to determine its capabilities and
effects.  The Microsoft Word macro virus was selected because in the past two years, it has been the number one reported
virus among systems and offers the potential of platform independence. The characteristics of computer systems and an
understanding of what constitutes a computer virus are used to identify the particular functions that enable viral activity to
occur.  The construction of a new virus provides a test program for performing a vulnerability assessment of a computer
system.  The targeting capabilities of the computer virus are analyzed and an organizational model is presented to evaluate
its potential impact.  The end result is a systems approach to an Information Warfare problem with a method of attack and
an assessment for understanding the impact of such an attack.  The assessment of the organizational model can best be
analyzed using simulation tools which can produce confidence levels on the impact of the computer virus through the
networked organization.
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A GUI INTERFACE FOR REUSABLE COMPONENTS STORAGE
AND RETRIEVAL IN THE CAPS SOFTWARE BASE
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With the increase in size and complexity of software component repositories, the need for an easy to use search and retrieval
process becomes a necessity. Multilevel filtering shows great promise as a quick accurate search algorithm. This approach
applies a series of filters starting with high recall, low precision syntactic techniques, moving through a range of more
computationally expensive high precision syntactic filters.

The goal of this thesis is to develop a graphical user interface, using multilevel filtering, to make searching the CAPS
component repository a less tedious task. The interface will make the retrieval process less error prone. The user would not
need to be an expert in how the software base works thus increasing the ease of use and productivity. The current prototype
system has a limited user interface capability. This research will add a graphical user interface for both retrieval and main-
tenance.
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A TASK ANALYSIS OF UNDERWAY REPLENISHMENT FOR VIRTUAL
ENVIRONMENT SHIP-HANDLING SIMULATOR SCENARIO DEVELOPMENT
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While developing a Virtual Reality (VR) Ship-handling simulator for the Surface Warfare Officer School (SWOS) in New-
port, RI, researchers at the Naval Air Warfare Center Training Systems Division (NAWCTSD) in Orlando, FL discovered a
need for a task analysis of a Conning Officer during an Underway Replenishment (UNREP). The purpose of this task
analysis was to document the tasks the Conning Officer performs and cues used to accomplish these tasks. The task analysis
would ensure that the correct tasks and cues would be modeled in the VR UNREP scenario.

The approach taken was to survey cognitive task analysis models to find a notation that would document the tasks
performed by a bridge team during an UNREP. The Goals, Operators, Methods, Selection Rules (GOMS) model was
selected. A GOMS-like model was used to represent the sequential aspects of the UNREP task, while a table was developed
to capture the parallelism of the tasks. The UNREP task analysis was then reviewed by qualified Surface Warfare Officers
to validate its accuracy.

The result of this effort was a validated task analysis model of a Conning Officer during an UNREP. This model was
provided to NAWCTSD in support of their future efforts in the development of a VR UNREP Ship-handling simulator
scenario.
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The term probe effect denotes behavioural changes caused by introducing delays into a concurrent program with synchro-
nization errors. This thesis investigates the feasibility of developing discrete-event simulation (DES) models of software
architectures to perform software testing free of the probe effect.

A message-passing subsystem (MPS) and simulated MPS (SMPS) were developed in Java that runs with the same
application code. An MPS platform-performance model (MPPM) was developed using dual-loop benchmarking and was
integrated into the SMPS. Two demonstration programs were developed to study SMPS timing and its model of a pre-
emptive multi-threaded run-time system. The SMPS-based program behavior was compared to hypothetical execution on a
platform with a perfect system clock and no execution overhead.

The differences between hypothetical and observed SMPS-based execution were found to correctly reflect the MPPM.
The results indicated that it is feasible to develop DES implementations of some software architectures to perform software
testing.
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This thesis examines the security requirements of the software evolution model and identifies possible security mechanisms
called “control classes” that are applicable to the model. Then, based on combinations of “control classes,” proposes a
suitable security level for each of the model’s databases. Furthermore, this thesis deals with the possibility of using Pretty
Good Privacy as a method for protection of software data stored in databases.

The software evolution model captures all the necessary changes in requirements early during the development process
in order to help in minimization of project cancellation, delivery delays, and extra costs for fixing errors. The protection of
software data against unauthorized accesses and modifications is a primary consideration for the software evolution pro-
cess. In this way, we can develop a secure environment on which the software evolution can rely for accomplishing its goal.
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The prototyping description language (PSDL), a key component of Computer-Aided Prototyping (CAPS), is a  language
designed for clarifying the requirements of complex real-time systems.  Through the use of prototyping, the functional
requirements for an embedded system can be rapidly validated to preclude inefficient usage of resources. This research has
concentrated on the software engineering area of extending the PSDL data type and Ayacc source to support requirements
tracing. Currently, CAPS doesn’t use requirements tracing so the extensions just described are a significant step in that
direction. This thesis includes an investigation into the potential use of an OODBMS which will interface with ADA95 and
be utilized to store the list of requirement ids for each PSDL component.
     Through the ADA95 program implementation and extension to the capabilities of the PSDL data type and Ayacc source,
the programmer/designer has automated documentation support which will link the requirement ids to their respective
component names. This research demonstrates there is no ADA95 OODBMS at the current time and therefore the require-
ment ids are stored in a file. There is an ADA95 OODBMS being developed at Lockheed Martin under the project name of
FIRM. Also demonstrated is the connection of the unique list of requirement ids in the design phase with their respective
PSDL components, so that the link between the design stages and analysis phase support for the modules is more com-
pletely established.
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This study evaluates the usability of a U.S. Navy Decision Support System (DSS). The DSS was developed to enhance the
performance of tactical decision-makers within a Navy Combat Information Center. The goals of this study were to test the
DSS against usability criteria and objectives to track future redesign efforts and system improvements. The purpose of this
analysis was to: (1) assess the system’s usability, (2) identify problems areas in the graphical user interface, (3) report trends
in user feedback, and (4) provide recommendations addressing major usability issues encountered by participants. The
study tested whether the DSS met the usability objectives of: (a) 90% successful task completion, (b) ease-of-use ratings of
somewhat easy or better, and (c) satisfaction ratings of somewhat satisfied or better. The DSS did not meet these usability
objectives for task completion or ease-or-use; however, the DSS did meet the usability objective for user satisfaction. All
participants reported that they enjoyed working with the DSS and believed that it would be a significant step forward in
information management. Based on the usability data gathered in the study, recommendations are provided to address the
usability issues.
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Although numerous resources are available to achieve Internet presence by creating and publishing a web site, security and
access control within the site are very limited.  The Navy’s support of the IT-21 initiative embracing the Microsoft®
Windows NT® operating system (OS) provides solutions to not only restrict entry to the site, but also to control access to
content on the web page.

Work detailed in this thesis addresses the issue of security by exploring the Windows NT OS and activating its inherent
security features to protect the overall system from intrusion and attacks from the Internet.  The web pages are published
using Microsoft® Internet Information Server 4.0 (IIS) and FrontPage™ 98.  Access is controlled by issuing certificates
from the resident Microsoft® certificate Server software package or remotely by VeriSign™ OnSite service.  Windows NT
and IIS permit a certificate to be mapped to a system account to further define the level of access assigned to each user down
to the file level.
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The quality of realism in virtual environments is typically considered to be a function of visual and audio fidelity mutually
exclusive of each other. However, the virtual environment participant, being human, is multi-modal by nature. Therefore, in
order to more accurately validate the levels of auditory and visual fidelity required in a virtual environment, a better under-
standing is needed of the intersensory or cross-modal effects between the auditory and visual sense modalities.

To identify whether any pertinent auditory-visual cross-modal perception phenomena exist, 108 subjects participated
in three main experiments which were completely automated using HTML, Java, and JavaScript computer programming
languages. Visual and auditory display quality perception were measured intramodally and intermodally by manipulating
visual display pixel resolution and Gaussian white noise level and by manipulating auditory display sampling frequency
and Gaussian white noise level.

Statistically significant results indicate that 1) medium or high-quality auditory displays coupled with high-quality
visual displays increase the quality perception of the visual displays relative to the evaluation of the visual display alone,
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and 2) low-quality auditory displays coupled with high-quality visual displays decrease the quality perception of the audi-
tory displays relative to the evaluation of the auditory display alone. These findings strongly suggest that the quality of
realism in virtual environments must be a function of both auditory and visual display fidelities inclusive of each other.
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Helicopter terrain navigation is a unique task; training for this task presents unique challenges.  Current training methods
rely on dated technology and inadequately prepare pilots for real-world missions. Improved training specifically tailored to
address the unique needs of the helicopter community that capitalizes on recent improvements in desktop virtual environ-
ment (VE) technology could substantially improve the training process and reduce training costs.

Based on the input of subject matter experts in current helicopter terrain navigation training techniques and VE tech-
nology, such a system was developed and tested on student pilots performing real-world tasks.  A desktop VE that presented
a simple to control and learn, interactive fly-though of a terrain model was used to augment conventional training at Heli-
copter Antisubmarine Squadron TEN (HS-10).

Results indicate that flight time for students that received VE training was more productive than for students that
received conventional training. This work justifies the next logical step: fielding a system on a long-term basis as a squad-
ron asset.  This system would provide improved training for the helicopter community and an invaluable source of research
data for the Naval Postgraduate School.
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As society becomes increasingly information-oriented, the drive for more capable machines to retrieve, store, process, and
present such information anywhere, at anytime becomes paramount to success.  This is true of United States Navy and
Marine Corps officers who must manage large amounts of information while operating in remote areas.  Today’s very small,
portable computers known as “palmtops” are capable of running powerful scaled-down versions of contemporary operating
systems.  When coupled with a transmission medium, palmtops represent a portable computer that can be used to commu-
nicate and process information in ad hoc environments.  The Naval Postgraduate School Staff Officer Palmtop Computer
Project is designed to analyze the effectiveness of Windows CE-based palmtop computers as an aide to professional Naval
officers.  The study project provides Naval officers with a popular palmtop computer and allows them to use the device for



1998 THESIS ABSTRACTS

65

a four-week period.  During this time participants are encouraged to use the palmtop for work and personal information
tasks.  The primary complaints with these devices are ergonomically oriented.  There is no convenient and reliable method
of data entry and they cannot be easily carried while in uniform. Results from the study indicate that current Windows CE
“handheld PCs” are not appropriate for use in this capacity.  Recommendations for more useful portable personal computers
complete this research.
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The purpose of this study is to provide the United States Marine Corps (USMC) with an analysis of Windows NT 5.0
Network Operating System (NOS).  This analysis will assist the Network Operations
Center (NOC) in preparation for the eventual migration of Windows NT 5.0 into the Marine Corps Enterprise Network
(MCEN).

NT 5.0 offers some significant enhancements over earlier versions.  Active Directory provides a unified platform to
manage NOS resources by storing user information, network shares and policies.   NT File System (NTFS) version 5
permits dynamic allocation of primary storage space to each user.  NT 5.0 also improves network security by incorporating
use of the Kerberos Version 5 protocol, providing integrated security for authentication and file encryption.

A top-down migration strategy should be incorporated by the NOC.  Particularly important is how the NOC builds the
Domain Naming Service (DNS) conventions for the MCEN.  This will require every subordinate unit to adhere to the
naming convention of its chain of command.

Migrating from Banyan Vines to Windows NT presents a significant change to the organization.  An effective Change
Management strategy can assist members of the organization in understanding the sense of loss and uncertainty that occur
in times of transition, and to deal with these changes effectively.

DoD KEY TECHNOLOGY AREAS: Command, Control, and Communications, Computing and Software, Manpower,
Personnel, and Training

KEYWORDS: USMC, Marine Corps Enterprise Network, MCEN, Network Operations Center, NOC, Network Operating
System, NOS, WIN NT 5.0, NT, Change Management
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This work addresses issues related to the design and performance of a wireless integrated services network with emphasis
on a tactical framework. We propose an asynchronous transfer mode (ATM)-like protocol architecture for the mobile net-
work, which is an extension of schemes proposed in the literature. A medium-access-control (MAC) scheme, based on slot
reservation by the remotes, is proposed for the network. Traffic models for low-bit-rate applications, suitable for low-
capacity channels, such as a multiple-access (macrocell) wireless network, are presented. New bi-directional speech-con-
versation and bursty data models are proposed.

The issue of scheduling in wireline integrated services networks is thoroughly addressed and new algorithms are
proposed. An analytical scheme to obtain the required (static) capacity for homogeneous sources based on their Markov-
chain characterization is provided. A necessary condition for optimality of a scheduling algorithm is the balance of cell-
loss-probability (CLP) ratios to values approaching 1 from below, on the boundary of the admissible region. The balanced-
CLP-ratio (BCLPR) algorithm satisfies this condition but ignores the deadlines of the cells. The shortest time to extinction
(STE) with BCLPR (STEBR) algorithm, proposed here for the first time, utilizes the earliest-deadline-first concept while
satisfying the necessary condition. A proof is provided to show that the STEBR decisions are optimal at each service slot
given that no information about future traffic arrivals is available. Simulation results indicate that STEBR admits more
sources and yields larger normalized channel throughput (by up to 4%) than STE.

The wireless network presents a case of distributed queues at the command post (CP) and in the remotes, making
channel allocation more involved compared to scheduling in wireline systems. Based on the schedulers discussed for the
wireline queue, corresponding algorithms for operation in the wireless network are developed. The cases of partial and
complete status reports of the remotes are investigated as a function of the network load in five representative scenarios.
The following (descending) order of performance under both partial and complete status reports is maintained in all
scenarios:STEBR, STE, BCLPR, and static allocation. Performance of the schedulers using partial or complete status
reports depends on the value of the normalized throughput. The complete-status mechanism is preferred whenever the
normalized throughput is smallerthan 0.70-0.75; partial status reports are sufficient for normalized throughput larger than
0.70-0.75. A hybrid approach that makes use of this outcome is proposed to best utilize the available channel capacity under
all possible levels of network load.

DoD KEY TECHNOLOGY AREA: Command, Control, and Communications, Modeling and Simulation, Other (Net-
working)
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Military C41 facilities form an enormous network of distributed, heterogeneous computers. Operating these computers
such that commanders can exploit their computing power effectively requires a resource management system. Management
System for Heterogeneous Networks (MSHN) is a program under development specifically designed to address this need.
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Security for distributed computing systems is of particular importance to the Department of Defense. Previously developed
resource management systems have largely neglected the issue of security. This thesis proposes a security architecture
through which MSHN can achieve its goal of providing optimal usage of compute resources while simultaneously provid-
ing security commensurate with the software and data processed. A demonstration of the security framework was created
using Intel Corporation’s Common Data Security Architecture (CDSA). CDSA provided the cryptographic mechanisms
required to build the security framework.

DoD KEY TECHNOLOGY AREAS: Command, Control, and Communications, Computing and Software

KEYWORDS: MSHN, Distributed Computing, Security Mechanisms, Common Data Security Architecture, Virtual Het-
erogeneous Machine
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